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Education 

Key Publications 
• Exquisite Feature Selection for Machine Learning Powered Probing Attack Detection, Hamidah Alanazi, Shengping Bi, Tao Wang, Tao 

Hou | IEEE ICC’23, Rome, Italy, 2023. 

• Adaptive Feature Engineering via Attention-Based LSTM Towards High Performance Reconnaissance Attack Detection, Hamidah 

Alanazi, Shengping Bi, Tao Wang, Tao Hou | IEEE MILCOM’23, Boston, MA, 2023. 

• MUSTER: Subverting User Selection in MU-MIMO Networks, Tao Hou, Shengping Bi, Tao Wang, et al. | IEEE INFOCOM’22, 2022 (Top 

Networking Conference). 

Research Experience 
Traffic-Aware Adaptive Malicious Traffic Detection (TRACE)  Denton, Texas, June 2023 – January 2026 

• Architected a Data-Efficient Intrusion Detection System utilizing a Dual-Encoder & Cross-Attention Decoder framework to detect 

emerging cyber threats with minimal supervision. 

• Designed the Interaction & Volume Encoders using Contrastive Self-Supervised Learning to capture communication dynamics (e.g., 

request-response patterns) and traffic asymmetry from massive unlabeled streams. 

• Implemented a Cross-Attention Mechanism to fuse self-supervised behavioral embeddings with fine-grained flow features, bridging the 

semantic gap between raw traffic statistics and high-level attack patterns. 

• Deployed a Few-Shot Learning strategy for the classifier, achieving >97% detection accuracy on zero-day attacks (e.g., amplification, 

brute-force) using fewer than 100 labeled samples per class. 

Real-Time High-Granularity Flow Feature Extraction Framework (Hi-Fi Flow)  Denton, Texas, June 2023 – October 2025 

• Designed a Real-Time Flow Identification system using a Dual Self-Attention Encoder (Spatial & Temporal) to jointly model endpoint 

correlations and temporal packet sequences, resolving limitations of static 5-tuple aggregation. 

• Engineered a data-efficient training strategy combining Few-Shot Triplet Learning with Online Self-Supervised Refinement, enabling 

robust learning from minimal labeled data. 

• Developed a dynamic feature extraction engine that computes 110+ statistical and behavioral features (e.g., inter-arrival times, payload 

statistics) in real-time for detecting evasive attacks. 

• Achieved 99%+ identification accuracy with only 50 labeled samples per class, significantly outperforming legacy tools like 

CICFlowMeter in feature separability. 

Advanced Feature Engineering For Probing & Reconnaissance Attack Detection  Denton, Texas, June 2022 – June 2023 

• Developed a unified feature selection framework, combining correlation analysis, mutual information, and attention-dropout 

mechanisms to remove redundant features and dynamically refine the most relevant features for detection of two types of attacks. 

• Implemented a lightweight attention-based LSTM to learn temporal and spatial dependencies in network traffic, focusing on critical 

packets within each flow to enhance real-time feature learning. 

• Achieved a 99.88% detection rate for reconnaissance attacks and 99.74% for probing attacks, outperforming traditional models. 

Work Experience 
Teaching Assistant                                                                                                                            University of North Texas, 2021 – 2026    

• Assisted with courses such as Network & Info Security, Data Structures, Operating Systems, and Object-Oriented Programming. 

• Led labs and discussions, guiding students through coding tasks in C/C++ and Python with a focus on coding practices. 

Technical Skills 
• Programming Languages: Python, C/C++, Java, MATLAB, HTML, SQL. 

• Frameworks & Libraries: PyTorch, TensorFlow, Scikit-learn, Keras, NumPy, Pandas, Matplotlib, Seaborn, SciPy. 

• Machine Learning Models: LSTM, CNN, RNN, SVM, Transformer, Random Forest, Decision Trees, K-means, Naive Bayes. 

• Core Competencies: Anomaly Detection, Sequence Modeling, Feature Engineering, Algorithm Design. 

Hobbies 
       Traveling (Road Trip, Hiking), Sports (Basketball, Football, Soccer), Cooking, Language Learning. 

University of North Texas Denton, Texas 

Ph.D. Computer Science, Machine Learning  2021 - 2026 (Exp Dec 2026)   

North Carolina State University      Raleigh, North Carolina 

M.S. Computer Engineering                          2019 - 2020 

http://www.linkedin.com/in/shengping-bi-792476192
http://www.shengpingbi.com/
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